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METHOD OF ATTENDANCE MANAGEMENT BY USING 
USER AUTHENTICATION ON ONLINE EDUCATION SYSTEM 

Technical Field 

The present invention relates to a method of attendance management by using user 
authentication on an online education system. More particularly, the present 'invention 
relates to a method which carries on efficient attendance management via user 
authentication in an online education system that students log in an education server and 
take lessons therefrom on a network like the Internet. 

Background Art 

Recently, remote education systems are widely spread throughout the networks like 
LAN or the Internet which are developed through rapidly progressing Information 
Technology like a computer, communication devices, communication media and digital 
technique. The remote education system has an advantage of overcoming the limits of time, 
distance and cost, but also has a disadvantage in that whether students are faithful to the 
lecture cannot be checked because the teacher and the students are remotely located. 

Generally, only authenticated users can be accessible to the almost all online 
education systems, and fingerprint is widely used as authenticating means. Fig. 1 and Fig. 2 
show the examples of the fingerprint authentication systems on the Internet which can be 
regarded as a good representative of the network system. 

Referring to Fig. 1, a plurality of client systems 10, each of which has a web 
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browser 11, OS(operating system) 13, a fingerprint acquisition module 15 and a fingerprint 
reader 17, are connected through the Internet 20 to an education server system 30 having a 
fingerprint authentication module 33 and a fingerprint DB 37. Fig. 2 shows a system that a 
plurality of the education servers 30 ! authenticate the clients 10 in connection with a 
5 separate fingerprint authentication server 33'. 

Fingerprint authentication procedure in such systems comprises the steps of 
fingerprint registration and fingerprint authentication. 

The step of fingerprint registration is that students (hereinafter, referred to as 
"client") register his or her ID and fingerprint in the fingerprint DB 37 or 37' in advance. In 

10 response to the request of the server 30 or 30', the client 10 enters his or her ID and 
provides fingerprint to the fingerprint reader 17. Then, the fingerprint acquisition module 
15 converts the read fingerprint into fingerprint feature data, and transmits ID and the 
fingerprint feature data to the education sever 30 or 30\ Then, the education server 30 or 
30' stores the ID and the fingerprint feature data in the fingerprint DB 37 or 37'. The 

15 fingerprint input device is a hardware component possibly mounted on a keyboard, mouse 
or monitor. 

The step of fingerprint authentication is a procedure that authenticates the client 10 
by using the registered fingerprint feature data when the client 10 tries to log in the 
education server 30 or 30'. The client 10 enters his or her ID and provides fingerprint to the 
20 fingerprint reader 17, Then, the fingerprint acquisition module 15 converts the input 
fingerprint into fingerprint feature data and transmits ID and the fingerprint feature data to 
the education sever 30 or 30'. The fingerprint authentication module 33 or the fingerprint 
authentication server 33' compares the transmitted fingerprint feature data with the data 
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stored in the fingerprint DB 37 or 37'. Accordingly, the client 10 is authenticated to log in 
the server 30 or 30' only when the transmitted fingerprint feature data matches the stored 
fingerprint feature data. 

The above fingerprint authentication system, however, has a problem that whether 
5 or not the client is faithful to the online lecture cannot be checked during the lecture 
because fingerprint authentication is made only once at the log-in time. 

Disclosure of Invention 

It is an object of the present invention to provide a method of attendance 
10 management by using user authentication on an online education system, which can 
perform strict and effective attendance management in an online education system. To 
achieve the above object, there is provided a method of attendance management by using 
user authentication on an online education system, which is realized on the online system 
composed of a plurality of clients, a plurality of education servers having user DBs, and an 
15 authentication server for authenticating the client to give him or her authority to be able to 
access the education servers by using biometric information (fingerprints, the iris, the retina, 
etc.), comprises the steps of: registering the clients biometric information in the 
authentication server; the client's logging in the education server through the authentication 
of the authentication server; and re-authenticating the client while the online lecture goes 
20 on. 

The third step above comprises the sub-steps of: the authentication server's 
requesting the client to be authenticated with his or her biometric information at random 
while the lecture goes on; storing in the user DB the interval time between an 
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authentication request point and the latest authenticated point, if the client does not respond 
to the authentication server's request; and adding up, after the lecture is over, the interval 
times that the client did not respond to the request for authentication and storing the result 
in the user DB. 

5 Alternatively, the third step above may comprise the sub-steps of: the authentication 

server's requesting the client to be authenticated with his or her biometric information at 
random while the lecture goes on; storing in the user DB the interval time between an 
authentication request point and the next authentication request point, if the client does not 
respond to the authentication server's request; and adding up, after the lecture is over, the 

10 interval times that the client did not respond to the request for authentication and storing the 
result in the user DB. 

Also, the third step above may comprise the sub-steps of: the authentication server's 
requesting the client to be authenticated with his or her biometric information at random 
while the lecture goes on; the authentication server's requesting the authentication 

15 repeatedly for predetermined times, if the client does not respond to the authentication 
server's request; and disconnecting the client from the education server, if the client does 
not respond to the repeated request for predetermined times. 

In this invention, fingerprints may be preferably used as biometric information, and 
the authentication server can authenticate the client by matching the input fingerprint 

20 feature data with the previously registered fingerprint feature data. As a matter of course, 
the iris, the retina, the voice and the face of the client can be also used as the biometric 
information. 
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Brief Description of Drawings 

The above object, features and advantages of the present invention will become 
more apparent from the following detailed description when taken in conjunction with the 
accompanying drawings, in which: 

Fig.l shows an embodiment of a conventional fingerprint authentication system on 
the internet, 

Fig.2 shows another embodiment of a conventional fingerprint authentication 
system on the internet, 

Fig.3 is a process flow diagram depicting an embodiment of the method in 
accordance with the present invention, and 

Fig.4 is a process flow diagram depicting another embodiment of the method in 
accordance with the present invention. 

Preferred embodiment for Carrying out the Invention 

The preferred embodiments in accordance with the present invention shall be 
detailed below, with reference to the associated drawings. Fig. 3 is a process flow diagram 
depicting an embodiment of the method in accordance with the present invention. 

The client 10 previously registers his or her own ID and fingerprint for 
authentication, in the fingerprint DB 37' of the fingerprint authentication server 33' [SI]. To 
be more specific, when the client 10 enters his or her ID and provides fingerprint, the 
fingerprint acquisition module 15 converts the fingerprint into the fingerprint feature data 
and transmits the fingerprint feature data with the user ID to the education server 30 or 30\ 
Then the education server 30 or 30' transmits them to the fingerprint authentication module 
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33 or the fingerprint authentication server 33 r so as to store them in the fingerprint DB 37 or 
37'. The fingerprint reader 17, which is a hardware component to which the client can 
provide his or her fingerprint, may be mounted on the mouse, main body or monitor of a 
computer. It can be provided as a separate device. 
5 The client 10 who registered fingerprint must log in the education server 30 or 30' 

through fingerprint authentication [S2]. More particularly, when the client 10 enters his or 
her ID and fingerprint, the fingerprint acquisition module 15 converts the fingerprint into 
the fingerprint feature data and transmits the fingerprint feature data with the user ID to the 
education server 30 or 30'. Then the education server 30 or 30' transmits them to the 

10 fingerprint authentication module 33 or server 33\ such that the fingerprint authentication 
module 33 or server 33' compares the transmitted data with the registered data in the 
fingerprint DB 37 or 37\ If the transmitted data matches the registered data, the client 10 is 
authenticated. The authenticated client 10 can now enter the education server 30 or 30' to 
attend an online lesson or lecture. 

15 During the lecture, the education server 30 or 30' requests the client 10 to be 

authenticated again at random [S4], and the fingerprint authentication server 33' or the 
fingerprint authentication module 33 checks whether the client 10 responds to the request 
for authentication, thereby determining the interval time where the client 10 did not 
respond to. 

20 There are two ways of determining the interval time where the client 10 did not 

respond to the request for authentication. The first way is that the interval between a certain 
authentication request point and the latest response point is regarded as the interval time. 
The second way is that the interval between a certain authentication request point and the 
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next request point is regarded as the interval time. The determined interval times are stored 
in the user DB [S5]. After the lecture is over, the determined interval times that the client 
did not respond to the result for authentication are added up and the result is stored in the 
userDB [S7]. 

5 Stored data may be used with various usages. For example, it may be used as record 

data in an education system, like a cyber-space school. It may be also used for providing 
supplementary lessons to the client 10 who was absent from the lecture, by counting the 
interval time that the client could not respond to the mid-lecture request for authentication 
during the lecture. 

9 

10 The following process may be proposed as another measures where the client 10 

does not respond to the request for authentication which is made at random during the 
lecture. Fig. 4 shows the process. The education server 30 or 30' request the client to be 
fingerprint authenticated at any time during the lecture [SI 4]. When proper authentication 
is made, the lecture continues [SI 6]. Whereas authentication is not properly made, the 

15 education server 30 or 30 1 repeats the request for fingerprint authentication for 
predetermined times. If proper authentication is still not made while the repeated requests 
have been made, the client 10 is disconnected compulsorily from the education server 30 or 
30'. 

The present invention may be embodied in education systems not only on the 
20 Internet, but on the other types of network. It is obvious to a person having ordinary skill in 
the art to which the invention pertains that this invention can be realized on the biometric 
information recognition systems which use the iris, the retina, the voice or the face as the 
biometric information. 

7 
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The method of attendance management by using user authentication on an online 
education system in accordance with the present invention has the following effects. 

First, the clients become faithful to the online education because the user 
authentication is made not only when the clients log in the server, but while the lecture goes 
on. 

Second, it may be used for providing supplementary lessons to the client who was 
absent from the lecture, by counting the interval times that the client could not respond to 
the mid-lecture request for authentication. It may also be used as record data in an 
education system, like a cyber-space school 

Third, attendance by proxy is impossible according to the present invention, unlike 
in the case of other methods of authentication, and the fingerprint authentication can be 
made more easily than any other authentication method, that is, instead of entering ID and 
password with the keyboard, the client's simple conduct of contacting his or her finger on 
the fingerprint input device mounted on the mouse or keyboard would be enough. 

It will be appreciated by those of ordinary skill in the art that the invention can be 
embodied in other specific forms without departing from the spirit or essential character 
hereof. The present description is therefore considered in all respects to be illustrative and 
not restrictive. The scope of the invention is indicated by the appended claims, and all 
changes that come within the meaning and range of equivalents thereof are intended to be 
embraced therein. 
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What Is Claimed Is: 

1. A method of attendance management by using user authentication on an online 
education system which is realized on the online system composed of a plurality of clients, 
a plurality of education servers having user DBs and an authentication server for 

5 authenticating the clients to give him or her authority to be able to access the education 
servers by using biometric information, the method comprising the steps of: 

a) registering the clients biometric information in the authentication server; 

b) the client's logging in the education server through the authentication of the 
authentication server; and 

10 c) re-authenticating the client while the online lecture goes on. 

2. The method according to claim 1, wherein the biometric information is the client's 
fingerprint. 

3. The method according to claim 1, wherein the third step c) comprises the sub-steps of: 
the authentication server's requesting the client to be authenticated at random while 

15 the lecture goes on; 

storing in the user DB the interval time between an authentication request point and 
the latest authenticated point, if the client does not respond to the authentication server's 
request; and 

adding up, after the lecture is over, the interval times that the client did not respond to 
20 the request for authentication and storing the result in the user DB. 

4. The method according to claim 3, wherein the biometric information is the client's 
fingerprint. 

5. The method according to claim 1, wherein the third step c) comprises the sub-steps of: 
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the authentication server's requesting the client to be authenticated at random while 
the lecture goes on; 

storing in the user DB the interval time between an authentication request point and 
the next authentication request point, if the client does not respond to the authentication 
server's request; and 

adding up, after the lecture is over, the interval times that the client did not respond to 
the request for authentication and storing the result in the user DB. 

6. The method according to claim 5, wherein the biometric information is the client's 
fingerprint. 

7. The method according to claim 1 , wherein the third step c) comprises the sub-steps of: 
the authentication server's requesting the client to be authenticated at random while 

the lecture goes on; 

the authentication server's requesting the authentication repeatedly for predetermined 
times, if the client does not respond to the authentication server's request; and 

disconnecting the client from the education server, if the client did not respond to the 
repeated request for predetermined times. 

8. The method according to claim 7, wherein the biometric information is the client's 
fingerprint. 
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Fig. 1 
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Fig. 2 
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Fig. 4 
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